This article presents a novel cryptosystem for secure transmission of color images through a coordinate cryptosystem as well as a geometric cryptosystem with time domain and frequency domain. In this technique, we have designed image encryption and decryption by a proposed random matrix shift cipher (RMSC) associated with a discrete fractional Fourier transform (DFrFT). Our proposed random matrix shift cipher is a coordinate and geometric cryptosystem for security of color image data which is completely different from existing cryptosystems for security of any data. The combination of a random matrix shift cipher and discrete fractional Fourier transform provide a robust cryptosystem for color image data in the time domain as well as the frequency domain without loss of any information. Existing techniques provide single-layer protection of color image data, but the cryptosystem presented here gives multiple layers of protection. Computer simulation on a standard example (Lena and Barbara color images) and the result are support for the robustness and appropriateness of the proposed cryptosystem.
Introduction
The main objective of this article is to develop high security for secure transmission of color image data in an open network without loss of any information. Here, the encryption and decryption of the proposed approach are based on a random matrix shift cipher (RMSC) associated with a discrete fractional Fourier transform (DFrFT) and are designed to ensure secure transmission of image data in open networks. The confidentiality, integrity, as well as the authenticity of image data have become a major concern. Security systems are used for secure transmission of data through any network. The aim of cryptography is to ensure high-end communication between the sender and receiver without any loss of information. Cryptanalysts, also called attackers, attempt to break the security of data. As early as 1900 B.C., Egyptian scribes used hieroglyphs to hide meaning from those they did not want to know the meaning. Kahn lists this as the first documented example of written cryptography. The Greeks' idea was to wrap a paper or leather around a stick, write the message on the material, and then remove the paper to leave unreadable words. The Roman method of cryptography was known as the Caesar shift cipher (Rosen, 1984; Stallings, 2006) . Their method used the alphabet to shift the letters in the text, which made the text unreadable. The receiving group would then shift the letters back by the agreed-on number and decipher the message. Since a shift cipher can produce only 25 different distinct transformations for the text, it is not a very secure encryption and decryption method because the key space of this cryptosystem is only 25, and the Caesar shift cipher also provides security in geometric cryptosystems. Some techniques have been developed for security of image data through various algorithms; such as the techniques (Hennelly & Sheridan, 2003; Sui & Gao, 2013 ) that propose image encryption and decryption using Fourier transform; some schemes (Abuturab, 2012 (Abuturab, , 2013 Chen, Du, Liu, & Yang, 2013; Singh & Sinha, 2009) give security to image data by using a Gyrator transform domain combined with some other techniques. The algorithm of Antonini et al. (Antonini, Barlaud, Mathieu, & Daubechies, 1992) presented image coding using wavelet transform. The cryptosystems presented by Chen et al. (Chen & Zhao, 2006) and Liu (Liu et al., 2013) developed image encryption using a Hartley transform. The encryption and decryption of multiple images based on the discrete cosine transform (DCT) and a specific spectral filtering method, given by Alfalou et al. (Alfalou, Brosseau, Abdallah, & Jrid, 2011) , is a secure cryptosystem for multiple image transmission in unsecured networks. According to recent studies for the security of RGB image data, some attacks, such as a bruteforce attack, cropping attack, known-plaintext attack , chosenplaintext attack, chosen-ciphertext attack, and so on, can penetrate the robustness of the existing techniques for security of image data.
The rest of this article is organized as follows. In Section 2, we explain the random matrix shift cipher (RMSC) and discrete fractional Fourier transform (DFrFT). The procedure for encryption and decryption is given in Section 3. Robustness analysis of the presented technique is discussed in Section 4. In Section 5, we give comparison analysis of the technique to another existing approach for security of color image data. Finally, the conclusion of the proposed technique is given in Section 6.
Mathematical formulation of encryption and decryption algorithm

Random matrix shift cipher
We have proposed a random matrix shift cipher (RMSC) for security of color images of size n Â m. The pixels of even-numbered rows and columns are shifted by parameters α and γ, respectively. Odd-numbered rows and columns are shifted by parameters β and δ, respectively, such that 0 < α Þ β < m and 0 < γ Þ δ < n. In the case of a color image of size n Â m, the encryption formula for the matrix shift cipher for the coordinate cryptosystem is given by Y 0 even row; k ;Y even row; jþαðmod mÞ ;
(1) Y 0 odd row; l ;Y odd row; jþβðmod mÞ ;
(2) Y 0 p; even column ;Y iþγðmod nÞ; even column ;
(3) Y 0 q; odd column ;Y iþδðmod nÞ; odd column ;
where Y and Y 0 are the old and new pixel positions of the ði; jÞth entries of the matrix, respectively. The corresponding decryption formula for the matrix shift cipher for the coordinate cryptosystem is given by Y even row; j ;Y 0 even row; kþmÀαðmod mÞ ; 
The procedure for encryption of a color image by the random shift cipher for a coordinate cryptosystem is given in Figure 1 . The mathematical approach for the random matrix shift cipher on a color image of size n Â m in the geometric cryptosystem and coordinate cryptosystem is given as X 0 even row; k ;X even row; jþαðmod mÞ þ Mðmod256Þ;
(9) X 0 odd row; l ;X odd row; jþβðmod mÞ þ Nðmod256Þ;
(10) X 0 p; even column ;X iþγðmod nÞ; even column þ Oðmod256Þ;
(11) X 0 q; odd column ;X iþδðmod nÞ; odd column þ Pðmod256Þ;
where M, N, O, and P are the member of integer modulo 256.
The formula for the inverse random matrix shift cipher on a color image of size n Â m in the geometric cryptosystem and coordinate cryptosystem is given as Figure 1 . Structure of random shift cipher on an image of size n Â m. X even row; j ;X 0 even row; kþmÀαðmod mÞ þ M À1 ðmod 256Þ;
(13) X odd row; j ;X 0 odd row; lþmÀβðmod mÞ þ N À1 ðmod 256Þ;
(14) X i; even column ;X 0 pþnÀγðmod nÞ; even column þ O À1 ðmod 256Þ;
(15) X i; odd column ;X 0 qþnÀδðmod nÞ; odd column þ P À1 ðmod 256Þ; (16) where X and X 0 are the old and new pixel values of the ði; jÞth entries of the matrix, respectively, and M À1 , N À1 , O À1 , and P À1 are the additive inverses of M, N, O, and P with respect to modulo 256.
Discrete fractional fourier transform
We have also used the angles of the discrete fractional Fourier transform (FrFT) (Candan, Kutay, & Ozaktas, 2000) as keys for security of color image data for secure transmission in open networks. Almedia (Almedia, 1994) and Namias (Namias, 1980) defined the two-dimensional FrFT (2D-FrFT) kernel of the cryptosystem as follows:
K θ1;θ2 ðx; y; u; vÞ ¼ A; if θ 1 and θ 2 are not multiples of π δðx À uÞδðy À vÞ; if θ 1 and θ 2 are multiples of 2π δðx þ uÞδðy þ vÞ; if θ 1 þ π and θ 2 þ π are multiples of 2π 8 > < > : 
where
θ 1 , θ 2 indicate the rotation of the transformed signal for the FrFT, and H n ðxÞ is the nth-order normalized Hermite-Gaussian function with unit variance, that is,
where h n ðxÞ is the nth-order Hermite polynomial. Because the Hermite-Gaussian function is an eigenfunction of the Fourier transform, Eq. (18) is treated as the eigendecomposition of the FrFT kernel. Here e Àiθ 1 n and e Àiθ 2 m are the eigenvalues of the continuous FrFT. The equivalence of (17) and (18) has been proved by Namias (Namias, 1980) , for a one-dimensional FrFT. The 2-D-FrFT of the signal f ðx; yÞ with parameters θ 1 and θ 2 is given by
The inverse formula can be found by the negative of its parameters. Based on work of Pai and Yes (Pei & Yeh, 1998) , the eigenvalue assignment rule is developed similar to the notation in Eq. (18). It is shown in Table 1 . Such an assignment rule can make the constructed kernel consistent with an identity transform when θ ¼ 0 and the DFT when θ ¼ π=2. After the eigenvalues and eigenvectors of the discrete Fourier transform (DFT) kernel matrix are determined, the transformation kernel of the DFrFT can be easily defined by determining the fractional powers of the eigenvalues. The transform kernel of the discrete fractional Fourier transform (DFrFT) is computed as
where v k is the kth-order DFT Hermite eigenvector, vector V ¼ ½v 0 jv 1 j . . . jv NÀ1 , and D is a diagonal matrix, in which the diagonal entries have same eigenvalues corresponding to the column eigenvectors of matrix V in its diagonal entries. After that, the DFrFT of signal x can be computed by
Similarly, from the continuous FrFT, the signal x can also be recovered back from its DFrFT by a reverse operation with the negative of its parameter:
In our procedure, the 2-D continuous FrFT transform kernel is separable. Therefore, the 2D-DFrFT is also separable. It is defined by
where denotes the tensor product R θ 1 and R θ 2 , where R θ 1 and R θ 2 are the 1D-DFrFT kernel proposed by Pai and Yes (Pei & Yeh, 1996 , 1997 
3. Procedure for encryption and decryption using RMSC associated with DFRFT In this cryptosystem, we have designed a novel approach for color image security for secure transmission. The encryption procedure of a color image by a random matrix shift cipher associated with a two-dimensional fractional Fourier transform is given in Figure 2 . The decryption processes for each component of the color image is illustrated in Figure 3 . In the first stage, the random shift cipher is applied on the original color image with coordinate shift parameters α R ; β R ; γ R , and δ R and geometric shift parameters ) are used to denote random matrix shift cipher keys for real and imaginary components of the color image at the second stage. If the decoder knows the exact keys but does not have information about the correct arrangement of the RMSC parameter, then the the attacker cannot recover the original image. The security of the proposed approach also depends on the arrangement of the RMSC and DFrFT, If the arrangement of the RMSC and DFrFT are not correct, then the attacker also cannot decrypt the image correctly.
The procedure is applied on a JPEG color image of size 256 Â 256 pixels as shown in Figure 4a . The procedure is also applied on a Barbara color image of size 225 Â 225 pixels, which is given in Figure 5a . Figure 5b Figure 5e is the decoded image with exact keys, correct arrangement, but approximate FrFT angle. The shift cipher keys for the real part of the encrypted image are as follows: The coordinate shift cipher keys for the red component are α 
Robustness analysis of the proposed technique
In any cryptosystem, the statistical analysis is important for robustness and appropriateness of the cryptosystem. In this section, we discuss histogram analysis and mean square error (MSE) analysis for the robustness and appropriateness of the presented cryptosystem.
Histogram analysis
In this section, we discuss the histogram of the RGB image data . One of the various benefits of the histogram is that it shows the shape of the distribution for a larger set of data. Therefore, an image histogram provides a clear illustration of how the pixels in an image are distributed by plotting the number of pixels at each intensity level.
The histogram of the original image in Figure 4a is given in Figure 6a and the histogram of the encrypted image in Figure 4b is given in Figure 6b . The histogram of the encrypted image is completely different from the histogram of the original image. Figure 6b show that the data of the encrypted image is completely different from the data of the original image. So, the attacker cannot obtained the information of the original image from the encrypted image. The histogram of the decrypted image in Figure 4c is given in Figure 6c . Figure 6c is exactly the same as Figure 6a , which shows that the data of the decrypted image is exactly the same as the data of the original image after applying exact keys and correct arrangement on the encrypted image. Now, the histograms of Figures 4d,  4e , 4f, and 4g are given in Figures 6d, 7a, 7b, and 7c , respectively. These histograms show that the keys as well as arrangement of the RMSC parameters of the presented cryptosystem are very sensitive and provide high-level security of encrypted data. Further, Figures  7d, 8a, 8b, 8c, 8d , 9a, and 9b are histograms of Figures  5a, 5b, 5c, 5d , 5e, 5f, and 5g, respectively. The histograms of these results show that the presented technique is robust and appropriate.
Mean square error analysis
The mean square error (MSE) (Mishra & Sharma, 2013; Mishra, Sharma, Ranjan, & Hanmandalu, 2015) of the correctly decrypted image with respect to the original image for the red, green, and blue components of the color image is calculated according to the formula where N and M are the pixels of an RGB image, Δx and Δy are the pixel sizes. The MSE of each component of Figure 4c with respect to Figure 4a is 1:1189 Â 10 À29 for the red component of the color image, 4:3819 Â 10 À30 for the green component of the color image, and 4:4606 Â 10 À30 for the blue component of the color image. Similarly, the MSE for Figure 5c with respect to Figure 5a is calculated to be 4:7984 Â 10 À30 for the red component of the color image, 4:0402 Â 10 À30 for the green component of the color image, and 3:4625 Â 10 À30 for the blue component of the color image. The MSE values for the red, green, and blue components of the decrypted color image tend to zero, which shows that the decrypted image is exactly to the same as the original image. So, the proposed technique provides security of image data without loss of any information.
Finally, after analyzing all the above-mentioned ideas, sensitivity analysis, histogram analysis, and MSE of color image data, we can conclude that the proposed approach is an accurate and robust cryptosystem.
Comparison of our approach with existing methods
The presented technique for security of color image data are compared with existing techniques of Liu et al. (Liu et al., 2015) , Prasad et al. (Prasad, Kumar, & Choudhary, 2012) , Singh et al. (Singh, Kumar, & Singh, 2009) , and Guo et al. (Guo, Liu, & Liu, 2010) . Liu et al. (Liu et al., 2015) proposed color image security by using phase-only encoding in Fresnel domains, which provides security of color images in the optical domain only; the experimental results of the technique (Liu et al., 2015) are given in Figure 10 and Figure 11 . The experimental results of this cryptosystem (Liu et al., 2015) indicate that the security of color image data depends on keys only in the optical domain. Prasad et al. (Prasad et al., 2012) give color image encoding using a fractional Fourier transform associated with a wavelet transform, which provides security of color image data in the frequency domain only. Figure 12 and Figure 13 are experimental results of the scheme (Prasad et al., 2012) , which shows that this method is not applicable in other domains. developed image encryption by using matrix-added, or matrixmultiplied input images placed in the input plane of a double random phase encoding geometry. The technique provides security of image data in the geometric domain. The results of the cryptosystem are given in Figure 14 . The encryption and decryption results of Figure 14 indicate that the for large size of image, the input for key will also be large, and in the worst case the number of inputs for key can be up to the twice the image size. So it is cumbersome for the encoder to perform encryption and decryption. Guo et al. (Guo et al., 2010) proposed image encryption and decryption in the coordinate domain and the frequency domain, and their results are given in Figure 15 . The experimental results of Figure 15 show that the security of the technique (Guo et al., 2010) depends only on the key. However, the presented technique for a secure cryptosystem for color image data by random matrix shift cipher (RMSC) associated with a discrete fractional Fourier transform (DFrFT) provides security in the coordinate domain, the geometric domain, and the frequency domain without loss of any information. In the proposed cryptosystem, the security of image data depends not only on keys; it also depends on the arrangement of RMSC parameters. So, the presented cryptosystem provides multilayer security for color image data. The sensitivity analysis of the presented technique with respect to keys and arrangement of RMSC parameters is given in Figure 4 and Figure 5 . Finally, the cryptosystem for color image data using RMSC associated with DFrFT is robust and appropriate in comparison to the systems of Liu et al. (Liu et al., 2015) , Prasad et al. (Prasad et al., 2012) , Singh et al. , and Guo et al. (Guo et al., 2010) .
Conclusion
We have presented a new approach for color image encryption and decryption using a random matrix shift cipher associated with a discrete fractional Fourier transform. The proposed cryptosystem provides security of color image data in the time domain and the frequency domain. Moreover, the presented cryptosystem also provides security of color image data by coordinate technique and geometric technique. The coordinate technique changes the position of the pixel of image data and the geometric technique changes the value of the pixel of the image. Earlier developed cryptosystems provide security of image data in the geometric domain only, but security using the RMSC associated with DFrFT is provided in the geometric domain, the coordinate domain, and the frequency domain. In this cryptosystem, if the attacker obtains the original value of the pixel but no information about the security of the image in the coordinate domain, the attacker cannot recover the original image from an encrypted image because the coordinate technique changes the position of the pixel value of the original image while the intensity of the pixel value remains the same. In this method, the encoding procedure is elementary, but the decoding procedure is unmanageable, especially in the case when there is no information about the correct keys and the possible correct arrangement of RMSC parameters. Furthermore, although the attacker knows about the possible correct keys, but is not able to know about the correct arrangement of RMSC parameters, the attacker cannot decrypt the image correctly, as the basis of our approach depends not only on the possible correct keys, but also on the correct arrangement of RMSC parameters. The experimental results, sensitivity analysis with respect to keys and arrangement of RMSC parameters, robustness analysis, and comparison of the proposed approach support to the uniqueness and appropriateness of the presented cryptosystem for secure transmission of color image data in open networks without loss of any information. 
